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DATA PROCESSING AGREEMENT 

This Data Processing Agreement (“DPA”) amends and forms part of the agreement for products and/or services (the 
“Agreement”) between Exafunction, Inc. (“Company”) and the undersigned party (“Customer”).  This DPA prevails 
over any conflicting term of the Agreement but does not otherwise modify the Agreement.  

1. Definitions 

1.1. In this DPA:  

a) “Controller”, “Data Subject”, “Personal Data”, “Personal Data Breach”, “Processing”, “”and 
“Supervisory Authority” have the meaning given to them in Data Protection Law. “Data Subject” 
includes “Consumer” as that term is defined under U.S. Privacy Laws; 

b) “Customer Personal Data” means Personal Data Processed by Company as a Processor on behalf of 
Customer or Third Party Controller; 

c) “Data Protection Law” means U.S. Privacy Laws, the General Data Protection Regulation (EU) 2016/679 
(“GDPR”) and the e-Privacy Directive 2002/58/EC (as amended by Directive 2009/136/EC), their 
national implementations in the European Economic Area (“EEA”), including the European Union, and 
all other data protection laws of the EEA, the United Kingdom (“UK”), and Switzerland, each as 
applicable, and as may be amended or replaced from time to time; 

d) “Data Subject Rights” means Data Subjects’ rights to information, access, rectification, erasure, 
restriction, portability, objection, the right to withdraw consent, and the right not to be subject to 
automated individual decision-making in accordance with Data Protection Law; 

e) “International Data Transfer” means any disclosure of Customer Personal Data by an organization 
subject to Data Protection Law to another organization located outside the EEA, the UK, or 
Switzerland; 

f) “Processor” means “Processor,” “Service Provider,” or “Contractor” as those terms are defined in Data 
Protection Law. 

g) “Sale” and “Selling” have the meaning defined in the U.S. Privacy Laws. 

h) “Share,” “Shared,” and “Sharing” have the meaning defined in the CCPA; 

i) “Services” means the services provided by Company to Customer under the Agreement; 

j) “Subprocessor” means a Processor engaged by Company to Process Customer Personal Data;  

k) “SCCs” means the clauses annexed to the EU Commission Implementing Decision 2021/914 of June 4, 
2021 on standard contractual clauses for the transfer of personal data to third countries pursuant to 
Regulation (EU) 2016/679 of the European Parliament and of the Council as amended or replaced 
from time to time; 

l) “Third-Party Controller” means a Controller for which Customer is a Processor;  

m) “UK Addendum” means the addendum to the SCCs issued by the UK Information Commissioner under 
Section 119A(1) of the UK Data Protection Act 2018 (version B1.0, in force March 21, 2022); and 

n) “U.S. Privacy Laws” means, collectively, all United States of America federal and state privacy laws and 
their implementing regulations, as amended or superseded from time to time, that apply generally to 
the processing of individuals’ Personal Data and that do not apply solely to specific industry sectors 
(e.g., financial institutions), specific demographics (e.g., children), or specific classes of information 
(e.g., health or biometric information). U.S. Privacy Laws include, but are not limited to, the California 
Consumer Privacy Act of 2018 as amended by the California Privacy Rights Act of 2020 (“CCPA”). 

1.2. Capitalized terms used but not defined herein have the meaning given to them in the Agreement. 

1.3. In the event of a conflict in the meanings of defined terms in Data Protection Law, the meaning from the 
Data Protection Law applicable to the relevant jurisdiction of the Data Subject applies. 
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2. Scope 

2.1. This DPA applies to the Processing of Customer Personal Data by Company subject to Data Protection Law 
to provide the Services. 

2.2. The subject matter, nature and purpose of the Processing, the types of Customer Personal Data and 
categories of Data Subjects are set out in Annex I, which is an integral part of this DPA. 

2.3. Customer is a Controller and appoints Company as a Processor on behalf of Customer. Customer is 
responsible for compliance with the requirements of Data Protection Law applicable to Controllers. 

2.4. If Customer is a Processor on behalf of a Third-Party Controller, then Customer: is the single point of contact 
for Company; must obtain all necessary authorizations from such Third-Party Controller; and undertakes to 
issue all instructions and exercise all rights on behalf of such other Third-Party Controller. 

2.5. Customer acknowledges that Company may Process Personal Data relating to the operation, support, or 
use of the Services for its own business purposes, such as billing, account management, technical support, 
product development, and compliance with law. Company is the Controller for such Processing and will 
Process such data in accordance with Data Protection Law. 

2.6. Company shall comply with the obligations of, and provide the level of privacy protection required by, Data 
Protection Law. 

 

3. Instructions 

3.1. Company will Process Customer Personal Data to provide the Services and in accordance with Customer’s 
documented instructions. 

3.2. The Controller’s instructions are documented in this DPA, the Agreement, and any applicable statement of 
work.  

3.3. Customer may reasonably issue additional instructions as necessary to comply with Data Protection Law. 
Company may charge a reasonable fee to comply with any additional instructions. 

3.4. Unless prohibited by applicable law, Company will inform Customer if Company is subject to a legal 
obligation that requires Company to Process Customer Personal Data in contravention of Customer’s 
documented instructions. 

3.5. Company is prohibited from (i) Selling or Sharing Personal Data, (ii) retaining, using, or disclosing Personal 
Data for any purpose other than for the specific purpose documented in the Customer instructions, (iii) 
retaining, using, or disclosing Personal Data outside of the direct business relationship between Customer 
and Company, and (iv) combining Personal Data with Personal Data obtained from, or on behalf of, sources 
other than Customer, except as expressly permitted under applicable Data Protection Law. 

3.6. Company certifies that it understands the Processing restrictions set forth in this DPA and will comply with 
them. 

4. Personnel 

4.1. Company will ensure that all personnel authorized to Process Customer Personal Data are subject to an 
obligation of confidentiality. 

5. Security and Personal Data Breaches 

5.1. Taking into account the state of the art, the costs of implementation and the nature, scope, context and 
purposes of Processing as well as the risk of varying likelihood and severity for the rights and freedoms of 
natural persons, Company will implement appropriate technical and organizational measures to ensure a 
level of security appropriate to the risk, including the measures listed in Annex II. 
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5.2. Customer acknowledges that the security measures in Annex II are appropriate in relation to the risks 
associated with Customer’s intended Processing and will notify Company prior to any intended Processing 
for which Company’s security measures may not be appropriate. 

5.3. Company will notify Customer without undue delay after becoming aware of a Personal Data Breach 
involving Customer Personal Data. If Company’s notification is delayed, it will be accompanied by reasons 
for the delay. 

6. Subprocessing 

6.1. Customer hereby authorizes Company to engage Subprocessors. A list of Company’s current Subprocessors 
is included in Annex III.  Company may update this list by providing notice to Customer. 

6.2. Company will enter into a written agreement with Subprocessors which imposes substantially the same 
obligations as required by Data Protection Law.  

6.3. Customer may object to a Subprocessor based on reasonable grounds relating to a potential or actual 
violation of Data Protection Law by providing written notice detailing the grounds of such objection. 
Customer and Company will work together in good faith to address Customer’s objection. If the parties are 
not able to reach a mutually-satisfactory solution within thirty (30) days of Customer’s objection, Customer 
may terminate the Agreement via notice to Company provided within thirty (30) days of the end of the 
foregoing thirty (30) day period. 

7. Assistance 

7.1. Taking into account the nature of the Processing, and the information available to Company, Company will 
assist Customer, including, as appropriate, by implementing technical and organizational measures, with 
the fulfillment of Customer’s own obligations under Data Protection Law to: comply with requests to 
exercise Data Subject Rights; conduct data protection impact assessments, and prior consultations with 
Supervisory Authorities; and notify a Personal Data Breach. 

7.2. Upon receiving notice from Company that it is unable to comply with Data Protection Law or this DPA, 
Customer may direct Company to take reasonable and appropriate steps to stop and remediate 
unauthorized Processing of Personal Data. 

 

8. Audit 

8.1. Upon reasonable request, Company must make available to Customer all information necessary to 
demonstrate compliance with the obligations of this DPA and allow for and contribute to audits, including 
inspections, as mandated by a Supervisory Authority or reasonably requested no more than once per year 
by Customer, and performed by an independent auditor as agreed upon by Customer and Company. The 
foregoing shall only extend to those documents and facilities relevant and material to the Processing of 
Customer Personal Data and shall be conducted during normal business hours and in a manner that causes 
minimal disruption. 

8.2. Company will inform Customer if Company believes that Customer’s instruction under Section 8.1 infringes 
Data Protection Law. Company may suspend the audit or inspection or withhold requested information until 
Customer has modified or confirmed the lawfulness of the instructions in writing. 

 

9. International Data Transfers  

9.1. Customer hereby authorizes Company to perform International Data Transfers to any country deemed to 
have an adequate level of data protection by the European Commission or the competent authorities, as 
appropriate; on the basis of adequate safeguards in accordance with Data Protection Law; or pursuant to 
the SCCs and the UK Addendum referred to in Sections 9.2 and 9.3. 

9.2. By signing this DPA, Company and Customer conclude Module 2 (controller-to-processor) of the SCCs and, 
to the extent Customer is a Processor on behalf of a Third-Party Controller, Module 3 (Processor-to-



 
 

Page 4 of 11 
 

Subprocessor) of the SCCs, which are hereby incorporated and completed as follows: the “data exporter” is 
Customer; the “data importer” is Company; the optional docking clause in Clause 7 is implemented; Option 
2 of Clause 9(a) is implemented; the optional redress clause in Clause 11(a) is struck; Option 1 in Clause 17 
is implemented and the governing law is the law of Ireland the courts in Clause 18(b) are the Courts of 
Ireland; Annex I and II to Module 2 and 3 of the SCCs are Annex I and II to this DPA respectively. For 
International Data Transfers from Switzerland, Data Subjects who have their habitual residence in 
Switzerland may bring claims under the SCCs before the courts of Switzerland. 

9.3. By signing this DPA, Company and Customer conclude the UK Addendum, which is hereby incorporated and 
applies to International Data Transfers outside the UK. Part 1 of the UK Addendum is completed as follows: 
(i) in Table 1, the “Exporter” is Customer and the “Importer” is Company, their details are set forth in this 
DPA, and the Agreement; (ii) in Table 2, the first option is selected and the “Approved EU SCCs” are the SCCs 
referred to in Section 9.2 of this DPA; (iii) in Table 3, Annexes 1 (A and B) and II to the “Approved EU SCCs” 
are Annex I and II respectively; and (iv) in Table 4, both the “Importer” and the “Exporter” can terminate 
the UK Addendum. 

9.4. If Company’s compliance with Data Protection Law applicable to International Data Transfers is affected by 
circumstances outside of Company’s control, including if a legal instrument for International Data Transfers 
is invalidated, amended, or replaced, then Customer and Company will work together in good faith to 
reasonably resolve such non-compliance. In the event that additional, replacement or alternative standard 
contractual clauses or UK standard contractual clauses are approved by Supervisory Authorities, Company 
reserves the right to amend the Agreement and this DPA by adding to or replacing, the standard contractual 
clauses or UK standard contractual clauses that form part of it at the date of signature in order to ensure 
continued compliance with Data Protection Law. 

10. Notifications 

10.1. Customer will send all notifications, requests and instructions under this DPA to Company’s Legal 
Department via email to legal@codeium.com.  

10.2. Company will send all notifications under this DPA to Customer’s contact as directed by Customer, and 
absent express direction, to any email contact provided by Customer.  

11. Termination and return or deletion 

11.1. This DPA is terminated upon the termination of the Agreement. 

11.2. Customer may request return of Customer Personal Data up to ninety (90) days after termination of the 
Agreement. Unless required or permitted by applicable law, Company will delete all remaining copies of 
Customer Personal Data within one hundred eighty (180) days after returning Customer Personal Data to 
Customer. 

12. Applicable law and jurisdiction 

12.1. This DPA is governed by the laws of the United States of America. Any disputes relating to this DPA will be 
subject to the exclusive jurisdiction of the courts located within Santa Clara Country, California, United 
States of America.  

13. Modification of this DPA 

13.1. This DPA may only be modified by a written amendment signed by both Company and Customer. 

14. Invalidity and severability 

14.1. If any provision of this DPA is found by any court or administrative body of a competent jurisdiction to be 
invalid or unenforceable, then the invalidity or unenforceability of such provision does not affect any other 
provision of this DPA and all provisions not affected by such invalidity or unenforceability will remain in full 
force and effect. 

 
 



 
 

Page 5 of 11 
 

Company: Exafunction, Inc.  Customer: Exafunction, Inc. 

Name: [companySignerName_0odAW3T] Name: [counterpartySignerName_nhdKVP1] 

Title: [companySignerTitle_T4LyV04] Title: [counterpartySignerTextField_sEgPwuZ] 

Contact:  legal@codeium.com Contact: [counterpartySignerTextField_cIJDYUr||1] 

Signature: [companySignerSignature_oPj6ram] 
 
 

Signature: [counterpartySignerSignature_63LVLFy] 

Date: [companySignerDateField_3TWqy3F] Date: [counterpartySignerDateField_m0E3a0P] 
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ANNEX I 

 
DESCRIPTION OF THE TRANSFER 

 
A. LIST OF PARTIES 
 
Data exporter: 
 

● Name: Customer (as defined above) 
● Address: See signature page above. 
● Contact person’s name, position and contact details: See signature page above. 
● Activities relevant to the data transferred under these Clauses: Customer receives Company’s services as 

described in the Agreement and Customer provides Personal Data to Company in that context. 
● Signature and date: See signature page above. 
● Role (controller/processor): Controller, or Processor on behalf of Third-Party Controller 

 
Data importer: 
 

● Name: Company (as defined above) 
● Address: See signature page above. 
● Contact person’s name, position and contact details: See signature page above. 
● Activities relevant to the data transferred under these Clauses: Company provides its services to Customer 

as described in the Agreement and Processes Personal Data on behalf of Customer in that context. 
● Signature and date: See signature page above 
● Role (controller/processor): Processor on behalf of Customer, or Subprocessor on behalf of Third-Party 

Controller 
 
B. DESCRIPTION OF INTERNATIONAL DATA TRANSFER 
 

● Categories of Data Subjects whose Personal Data is transferred: 
 

# Category of Data Subjects  

1. 2
. 
Customer’s personnel, staff and contractors 

 
● Categories of Personal Data transferred: 

 

# Category of Personal Data  

1. 1
. 

Contact details 

2. 2
. 

Login details 

 
● Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into 

consideration the nature of the data and the risks involved, such as for instance strict purpose limitation, 
access restrictions (including access only for staff having followed specialized training), keeping a record of 
access to the data, restrictions for onward transfers or additional security measures: 
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# Category of Sensitive Data Applied restrictions or safeguards 

1.  Name, position email, address Encrypted in transit and at rest.  

2. Password  Hashed and salted based on industry leading 
algorithms 

 
● The frequency of the transfer (e.g., whether the data is transferred on a one-off or continuous basis): On a 

continuous basis. 
 

● Nature of the processing: The Personal Data will be processed and transferred as described in the Agreement.  
 

● Purpose(s) of the data transfer and further processing: The Personal Data will be transferred and further 
processed for the provision of the Services as described in the Agreement.  
 

● The period for which the personal data will be retained, or, if that is not possible, the criteria used to 
determine that period: Personal Data will be retained for as long as necessary taking into account the purpose 
of the Processing, and in compliance with applicable laws, including laws on the statute of limitations and 
Data Protection Law.   

 
● For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing: For the 

subject matter and nature of the Processing, reference is made to the Agreement and this DPA. The Processing 
will take place for the duration of the Agreement. 

 
C. COMPETENT SUPERVISORY AUTHORITY 
 

● The competent authority for the Processing of Personal Data relating to Data Subjects located in the EEA is 
the Supervisory Authority a) of Customer’s country of establishment, or, where not applicable, b) of the 
country where Customer’s EU data protection representative is located, or, where not applicable, c) of one 
of the EEA countries where the Data Subjects are located. 

● The competent authority for the Processing of Personal Data relating to Data Subjects located in the UK is the 
UK Information Commissioner. 

● The competent authority for the Processing of Personal Data relating to Data Subjects located in Switzerland 
is the Swiss Federal Data Protection and Information Commissioner. 
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ANNEX II 
 

TECHNICAL AND ORGANIZATIONAL MEASURES INCLUDING TECHNICAL AND ORGANIZATIONAL MEASURES TO 
ENSURE THE SECURITY OF THE DATA 

 
See Schedule A to Annex II 
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Schedule A to Annex II 
Security Measures 

Physical Access Controls 
 
Physical security measures are in place to deny unauthorized persons access to data processing locations.  For cloud 
service Subprocessors, this is accomplished through: 
 

● Monitoring and logging access by staff, temporary staff, individual contractors, clients, vendors, visitors, or 
any other third parties. 

● Securing the locations with alarm systems, video surveillance, and electronic locking mechanisms. 
● Employing environmental controls including, but not limited to, air conditioning, fire mitigation measures, 

walls, and doors. 
● Using security guards to monitor the locations 24x7, ensuring that entry processes are followed.  

 
For Exafunction locations, this is accomplished through: 

● Securing the locations with alarm systems, video surveillance, and electronic locking mechanisms. 
● Monitoring and logging access to premises by providing uniquely identifying PIN or biometric access.  
● Limiting access to emergency access capabilities based on job duties and according to the principle of least 

privilege. 
● Restricting external access to privileged resources. 

System Access Controls 
 
Systems that are used by Exafunction staff, temporary staff, or individual contractors to access Customer Personal 
Data have security measures in place to deny use by unauthorized persons, including: 

● Use of encryption technologies. 
● Automatic temporary lock-out of user terminal if left idle. 
● Centralized monitoring and control capabilities. 
● Mandatory unattended patching capabilities. 
● Regularly run, automated vulnerability scans. 
● Monitoring of attempts to undertake malicious activities on the host and network, including anti-virus. 
● Accounts are created, altered, and deleted in a defined manner in accordance with Exafunction policy. 

Data Access Controls 
 
Controls are in place to restrict access to Customer Personal Data and to prevent the unauthorized modification or 
disclosure of Customer Personal Data, including:  
 

● Secure account credentials including two-factor authentication. 
● Account security protections (strong passwords, password expiration and rotation, maximum number of 

failed attempts, IP based restrictions, etc.). 
● Automated intrusion detection. 
● Software development life cycle and change management / change control policy and processes. 
● Product development secure coding guidelines and training policy and procedures. 

 
Transmission Controls 
 
To prevent against the unauthorized reading, copying, modification or deletion of Customer-Originated Content 
while being transferred electronically:  
 

● Modern encryption is leveraged for communication between Customer-controlled computing resources and 
Exafunction Subscription Services.  (Data classified as highly confidential is also encrypted at rest.) 
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● Administrator activities are logged. 
● Account passwords are stored in a hashed or encrypted format on Exafunction servers. 
● Firewall, VPN, and encryption technologies are used to protect the gateways and pipelines through which the 

data moves and is processed. 
 
Input Controls 
 
Measures are in place to protect the security around changes to data, including: 
 

● Requiring authentication of authorized personnel. 
● Restricting access to Customer Personal Data to personnel based on appropriate business need and limited 

by functional role. 
● Requiring strong passwords, password expiration and rotation, maximum number of failed attempts, IP based 

restrictions, etc. 
● Enforcing automatic log-off following idle periods. 
● Deploying DOS mitigation strategies. 
● Implementing standard security control capabilities such as web application firewalls. 
● Logging user activities. 

 
Data Backup 
 
Actions are taken to provide for reliability and protect against destruction or loss, including: 
 

● Uptime service level agreements are maintained. 
● Restoration procedures are documented and assessed. 
● Data is replicated across different datacenters. 
● Customer-Originated Content and source code are automatically backed up daily. 
● Exafunction Engineering is alerted in the event of a failure of the system. 
● Software is load-balanced across multiple redundant hosts. 
● Uninterruptible power supplies (UPS) are in use. 

 
Logical Separation 
 
Measures are put in place to allow data collected for different purposes to be processed separately, including: 
 

● Restriction of access to data stored for different purposes according to staff duties. 
● Segregation of business IT systems. 
● Segregation of IT testing and production environments. 
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ANNEX III 
 

LIST OF SUBPROCESSORS 
 

Name Description of the Processing Location 
Zendesk Support contacts United States 
Decagon Support contacts United States 
Agumbe (Exafunction India) Support contacts India 

Google Cloud  User contacts, logs, and indices United States 

Firebase User contacts United States 

     

 

 


